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Client Number: 	239
Client Name: 	UFCW National Health & Welfare Fund
General Questions

1. Please list the main contacts who will be working with ISSI on the website project, including phone numbers/email addresses.




2. Please note the full name of the Fund as you want it displayed on the website.


3. Please provide any Fund contact information you’d like displayed in the website footer for viewing site-wide (i.e. physical address, phone number, fax number, email address, etc).



Public Website Questions


1. Do you have a preferred color scheme or palette you would like used on the website? If so, please specify color choices or other general design preferences here.


2. Do you utilize any social media channels (Facebook, LinkedIn, Twitter, YouTube, etc)? If so, please provide links here. If you don’t currently, do you plan to in the future as another means of directly communicating with your participants?


3. Briefly describe the Fund. Note the primary purpose or information you would like the website to provide to its visitors.


4. Briefly describe your overall design wishes for the site. Do you prefer simple and clean, visually engaging with lots of graphics and/or animations, etc? Feel free to reference other websites that have an overall style or specific design elements that you would like ISSI to view to better understand your aesthetic preferences.



5. Please provide a listing here of the page content you’d like included on the public site (i.e. Home, About the Fund, Contact Info, Documents/Forms to download, FAQs, specific Benefits Info, etc).  These would include pages with general, public information that would be available to anyone who visited the site. We will build the site navigation based on this listing. 
We recognize this may change and evolve during the implementation but having a sense of overall scope is helpful in early stages when planning ideas for navigation design and overall site content layout options.



Participant Self-Service Portal Questions

1. What information/data would you like each participant to be able to view after they login? Please note, while these screens on the website will correspond to the equivalent data screen/program in the ISSI system, the layout and fields may be modified to be optimized for the web and to provide only the information most relevant to participants who will view it.
Data could include information like: Census, Dependents, Beneficiaries, Work History, Claims History and EOBs, Contributions History (specify which Funds), Eligibility (current and historical), etc.

Please provide a list of Program/Screen Titles, or send screenshots of the data screens you’d like incorporated into the website. To expedite the development process, when possible, please indicate any specific requirements for which data fields/columns you would like built into the website display from each program.








2. Participant Dashboard: Of the above identified data screens/elements you wish to be shown to participants, what are some of the most key pieces of data you’d like to display on the Dashboard, which is the initial view they will see when they login? Common items displayed on a Dashboard include: Demographic data (address, phone, etc), Eligibility Status, Recent Claims, Recent Contributions. Please state preferences, if any, here. 






3. Do you intend to allow access to the participant portal to all participants?  
☐ Yes
☐ No
If no, please identify who should get access (based on what criteria – i.e. eligibility status, X hours worked in past Y months, etc)


4. Do you want to allow users to register themselves for access to the site, or do you want to control setting up participant access (would be done in an automated fashion through new ISSI programs that allow bulk creation of usernames/passwords)? 
☐ Self-Registration*
☐ Fund Office Controlled
* The main security risk with self-registration is the potential for ex-spouses and other acquaintances of a participant to know this type of information and to be able to register as the participant and gain access to their PHI and other personal (health, financial, etc) data not intended for anyone other than the participant

4.1. If Self-Registration, please identify some key, unique pieces of information that will be required to be provided by the registrant in order to verify their identity.  This may include SSN, date of birth, last name, unique ID number, etc. – bear in mind, this information must already be existing for all participants in your ISSI system, and for security purposes, should not be information easily known/guessed by someone other than the participant.


4.2. If Fund Office assigned/controlled usernames and passwords, please answer the following two questions:
4.2.1. Do you have specific wishes for what is to be created for usernames and passwords?  Common choices are an existing unique identifier on the system for each participant, or a combination of SSN and name (i.e. JDOE1234), etc. but these can be anything you wish, so long as all usernames are unique. Initial generated passwords can follow similar formats or can be random strings of characters. ISSI advises against using full SSN in any part of username or password. With this option, users will be able to reset their password to something of their choosing but will not be able to change their username.


4.2.2. How do you want to notify participants of the availability of the new website and how to login?:
☐ Mailing of assigned username and password, and instructions of how to access the website. The ISSI system will provide a new program to insert the system-generated username and password into a letter template which can be mailed to participants
☐ Other (not a bulk mailing) of website access information and instructions on how to login.
If you do not want to do a mass mailing, participants need to somehow be made aware of the existence of the website and instructions on how to login. If username/password credentials follow a defined “pattern” (i.e. “Your username is the last 4 digits of your SSN followed by your first initial and last name”), then this can be announced to participants by some other means aside from a mailing (Newsletter, announcement on website, or other mailing). This avoids the need to directly provide the exact username and password in writing to each participant.


5. For website-generated e-mails to participants (self-registration process and/or Forgotten password resets), please identify whether you would like to use ISSI’s default e-mail configuration or if you have a mail server with custom address that you’d like us to utilize:
☐ ISSI’s default – emails come from issisite@issi-webservices.com 
☐ Your own custom e-mail (please provide the following):
SMTP Server (and port number if applicable): 
Email Account Username: 
Email Account Password: 


6. Do you want to maintain a single e-mail address on record for each participant in your ISSI system, or would you prefer to allow participants to use a different/multiple email addresses for different purposes (i.e. one for use on the web portal, one for other use by Fund Office)?
☐ Store single email on file in ISSI system (whatever the person provides via i-Site)
☐ Allow for multiple/different email addresses to be stored – in this case, the one provided via i-Site would be tied only to their web account record, not directly to their Participant Contact info


7. As a security feature, would you like to force participant to change their password periodically? If so, please identify how frequently. Common choices include once every six months or annually.
☐ Every 6 months
☐ Once every year
☐ Other (specify) Click or tap here to enter text.



8. As a security feature, would you like to have a participant’s account be automatically locked after a certain number of failed login attempts? If so, please specify after how many attempts. Common choices include after five or ten failed attempts.
☐ No, never lock account after failed login attempts
☐ Yes, lock account after this many failed logins: Choose an item.	
If yes:
☐ Require user to contact Fund Office to have account unlocked
☐ Unlock account automatically after some amount of time (commonly: ½ hour, 1 hour, 24 hours, etc.) Specify time period:  Click or tap here to enter text.	

9. ISSI’s default password complexity criteria are as follows. minimum 8 characters, maximum 128 characters, at least one number, at least one letter, at least one special character (i.e. $ % & @ ! # ? )
☐ Default is acceptable
☐ Other complexity requirement (please specify):


10. [bookmark: _Ref515540976][bookmark: TermsofUse]Would you like participants to review and agree to a website Terms of Use prior to being able to access their personal benefits data?
☐ No – no Terms of Use is needed
☐ Yes - every time they login
☐ Yes - only the first time they ever login

Participant Portal – Online Change of Address Form

1. When a participant submits an address change, there are two options for processing:
☐ Submitted data sits in a queue in a program in the ISSI system to be reviewed by Fund Office staff prior to being updated
☐ Submitted data automatically updates the participant address information without any Fund Office intervention
Either way provides Fund Office with an accessible history of form submissions for reference

Participant Portal - Administrative View


1. Please list the full name and email address of all staff who should be setup with Administrative View for the portal. ISSI will create and establish these credentials.
Click or tap here to enter text.


2. By default, all Administrative users can view all participants on the portal. If restrictions are needed, please identify those here.
Click or tap here to enter text.

Files to Send to ISSI

Please send the following information to mnettleman@issisystems.com.
1. If you have a Fund logo or any other specific graphics or photographs that you would like ISSI to incorporate into the portal, please send digital image files.

2. Please provide all public page text content you wish to have ISSI build into the site – this would be language you’d want on a Home page, as well as any other public/general content you want to be available to people before they login to view their own data. Common content may include: home page welcome message, contact information, about the Fund, benefits information, downloadable forms/documents, FAQs, links to related websites, news/announcements, etc.

3. Please provide all files (forms, plan documents, etc) that you’d like to make available to people to download from the website, preferably in PDF format. If this includes many files, please identify specific requirements (if any) for how you would like them organized/grouped together to be displayed on the site.

4. Please provide Terms of Use language if you wish to have site visitors review/agree prior to accessing their data (Word document if possible). [refer to Question 10 above]
5. Please provide a Privacy Policy to be posted on the website.A privacy policy should:
· Include your organization name, address, contact information
· Explain what data is being collected from users and how you may use it
· Explain how you are protecting their information
· Elaborate on the use of website cookies for user tracking or other activities
· Disclose whether or not you share any collected information with others (and if so, what and with whom)

A privacy policy can be implemented separately but in conjunction with:
· Any existing “Terms of Use” agreement that you may already have in place for users who have logged into your website
· An existing Health Fund/HIPAA Privacy Statement detailing how you handle and protect PHI specifically

To help you and your Fund Counsel in the drafting of your privacy policy, please be sure to include at a minimum the following elements that are specifically applicable to your ISSi-Site and/or ISSi-Remit website:
A “cookie” is a small summary text file that is stored by your mobile phone (e.g., iPhone or Android) or by your browser (e.g., Internet Explorer, Edge, Chrome, Safari or Firefox).  Cookies allow a website to store some information about users, allowing the website to recognize a user and respond appropriately.
· The website may use cookies to collect anonymous usage statistics to track site utilization. Identifiable visitor usage information may also be stored in internal log files. We use this information to troubleshoot issues, improve our online services, and for analytical purposes, such as analyzing trends, administering the Site, tracking user movements and gathering broad demographic information.
· The website utilizes cookies to ensure basic functionality for authenticated users, including but not limited to initiating and terminating valid sessions.
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